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Traffic Classification Challenges

Accurate classification is an open problem;
timely classification is desirable.

 New and evolving applications and protocol
reuse

* Increased forwarding speeds and higher-
capacity links

» Obscured or encrypted traffic, to sidestep
service limitations or for user privacy
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B kazan*® src + [ KaZan® dst  2.8% out 2.9 In
O Srnutella®* src+ O Shutella* dst 4.9 Sut 2,0% In
O eonkey* 1, 7% out 1.1% In

W Hapster® 32.1% Qut  2.1% In

B HTTP =rc + [l HTTP dst 23015 out 39,9x In
B FTF DATA src + [ FTF DATA dst 10, 4% Ut &, 2% In
0 MCAsT 0.0 out 1.4% In

B HHTF srC + [l HHTP dst 0, 6% Ut 2.8% In
O Realzerver 0,35 out 0,5% In

B sHTF src + [ SMTP dst 0, 9% out 1.8% In
O IcMP 0.2% Out 0,2% In

Other G569 DUt 42.6% In

B ToTAL
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B kazan*® src + [ KaZan® dst  0,0% out  0,0% In

O Snutella®* src+ O Shutella* dst 0.0 Sut  0.0% In
O ebonkey* 0,68% Qut  0,2% In

W Hapster® 0,08 Qut  0,0% In

B HTTF src + [l HTTP dst 28.2% ot 59,3k In
B FTF DATA src + M FTP DATA dst 0O, 9% Ut 0.9% In
0 McAST 0.0 out  0,0% In

B NNTF srC + [l HNTP dst o, o Ut 0,3% In
O Realserver 0,5% out 0O, 0% In
B sMTF src + [ SMTFP dst 1,0 Ut 1.1% In

O ICMF 0.1% Qut  0,1% In
Other 53, 8% out  38.8% In
B ToTAL




Prior Classification Work

* Transport-based analysis
- e.g., FlowScan [Plonka, '00], [Fullmer, et al., '00]

» Payload-based analysis
- e.g., Snort [Roesch, '99], [Dews, et al., '03]

- Examine payloads for specific features

* Behavioral analysis
- e.g., BLINC [Karagiannis, et al., '05]

— Consider social/functional/transport
characteristics

» Statistical/machine-learning-based analysis
- e.g., [Erman, et al., '00]

- Apply standard methods to transport features



DNS Rendezvous-based Classification
* rendezvous, meaning “present yourselves”

* Premise: Internet hosts regularly use the DNS to
find remote IP addresses of the hosts with which

they might interact.
- It is an easily separable “clear text” protocol.

* Hypothesis: We can inform and improve traffic
classification by considering,
“How does this host know that peer IP address?”



DNS Rendezvous: (1) Query
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DNS Rendezvous: (2) Response
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DNS Rendezvous: (3) Outbound




DNS Rendezvous: (4) Inbound




Traffic Observation Points
| Internet host
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Traffic Observation Points
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Characteristics of Data Sets

Drata Sed Diaste Diay | Deration | Chents BFTETRRIT: NS Average Average Wide-Area
NOERROR | Reply | DNS Reply | Outbound [/ Inbound

FiiNs Pxts | Utide=ation Lt =ation

(HBce | AM-M-1T | Fr 2dh Gl 194 K| Shil K 122 KRbps | Vo ks 7 506 My
Residential | 2008-04-17 | Fri 24h 981 15.7 M 60 Kb | 244 Mbys [ 276 My

5,344 ) (143 K]

10M 600 M
0 500 M |-
-10M 400 M
20M ' P
00M | WA g.’\...\.;\_
. "-\\.. SUTTIR o o s
2o R A £ 0om|- B
2 A40M T ?ﬁ;il):ou&l%}l}talc 7 0 ' — — Qutbound Rate
5 B _Inbound Rate 5 — Inbound Rate
) : :
= S0M £-100M
60M 200 M
300 M
-70M
400 M
-80 M -500M
Y : : : . : : 5
B0th0:00 06:00:00 12:00:00 18:00:00 00:00:00 %000 06:00:00 12:00:00 18:00:00 00:00:00
Local Time of Day

Local Time of Day



Office Wide-Area Traffic
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Residential Wide-Area Traffic
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DNS Rendezvous Traffic Analysis:
# of IP addrs known via DNS
per client (1 day, CDF)
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DNS Rendezvous Traffic Analysis:
FQDN Popularity by client (1 day)
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Residential: Domain Popularity
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Target Traffic Classification:
Port-based method

UNKNOWN
Other
Tunnels
Login _
Chat
Games
Encryption

Streaming
Mail/News ]
Net. oper.
FTP —

P2p
WWW

Percentage of Traffic (% Bytes)




Office Target Traffic Classification:
‘named” and “unnamed”
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Residential Target Traffic Classification:
‘named” and “unnamed”
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Residential Target Traffic Classification:
"‘named” by popular domains
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Residential Hosts Classification
by P2P Host Profile (1 day)

Talk
(717 12.8%)

Torrent
(417 7.5%)

(226 4.0%)
150



“‘unnamed” Target Traffic by P2P Profile

Talk
(20.0%)
71.0%

Torrent
(67.1%)
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Game
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Results Summary:
Traffic Classified (% bytes)

Data Set | Port-known | DNS-named DNS- DNS-named

and | named and

Port-known DNS-Profiled

Office Out 03.9% 80.5% 81.8% 01.9%
Office In 96.6% 01.8% 03.2% 05.4%
Residential Out 18.6% 6.2% 6.7% 83.5%
Residential In 76.9% 58.3% 67.9% 88.2%




Discussion & Future Work

 |n what circumstances can we trust DNS
rendezvous information for traffic classification?

 Employ DNS rendezvous-based classification to
compare IPv4 and IPv6 service performance.

* Tap rendezvous methods other than the DNS;
e.g., application-specific methods (WWW, P2P);

are they separable and clear?

« Should we alter rendezvous protocols to better
inform classification and packet treatments?
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