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I. INTRODUCTION

One of the primary tasks of network administrators
is monitoring routers and switchesfor anomaloustraf-
fic beha&ior suchasoutagesconfigurationchangesflash
crowds and aluse. Recognizingand identifying anoma-
lousbehaior is oftenbasedn adhoc methodsdeveloped
from yearsof experiencan managinghetworks. A variety
of commercialandopensourcetoolshave beendeveloped
to assistin this process,however theserequire policies
and/oror thresholdgo be definedby the userin orderto
triggeralerts. The betterthe descriptionof the anomalous
behaior, the more effective thesetools become. In this
extendedabstractve describea projectfocusedon precise
characterizatiomf anomalousetwork traffic behaior.

The first stepin our projectis to gatherpassie mea-
surement®of network traffic at the IP flow level. IP flow
level dataasdefinedin [1] is a unidirectionalseriesof IP
pacletsof agivenprotocoltraveling betweera sourceand
a destinationlP/port pair within a certainperiod of time.
While flow level datais certainlynot aspreciseaspassie
measurementef paclet level data, we demonstratehat
it is sufiicient for exposingmary differenttypesof aber
rantnetwork traffic behaior in closeto realtime. It also
hasthe benefitof generatingnuchsmallerdatasetsthan
pacletlevel measuremenishich canbecomeasignificant
issuein large, heavily usednetworks.

We usethe FlowScan[2] opensourcesoftwareto gather
andanalyzenetwork flow data. FlowScantakes Netflov
[3] feedsfrom Ciscoor otherLightweight Flow Account-
ing Protocol (LFAP) enabledrouters,processeshe data
andthenit in anefficientdatastructure FlowScanalsohas
agraphicainterfacewhichis currentlytheprincipalmeans
for anomalyidentificationby network managers.FlowS-
canis currentlydeplo/ed at the borderrouterat the Uni-
versity of Wisconsin- Madisonaswell asover 100 other
sitesnationwide.
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FlowScanhasbeenusedeffectively at UW - Madison
to identify a variety of traffic anomaliesfor the pasttwo
years. To bggin our analysis,we clustertheseanomalies
into threegroupsbasedn similaritiesin obseredflow be-
havior. The groupsincludenetwork operationanomalies,
flashcrovd anomaliesandnetwork abuseanomalies Ex-
periencéhasshaovn thatthekey to identifyingeachof these
typesof anomaliesis to use combinationsof flow mea-
surementsvhich areexplainedin SectionlV. We present
examplesof eachof the aforementionednomaliesn this
abstractandour futuretaskis to analyzeandcharacterize
collectionsof eachtype of anomaly

Our anomalyanalysisprocesswill be focusedon pre-
cisely identifying both similarities and differenceswithin
eachanomalygroup. Our goal is not simply to clus-
ter anomalieswith similar statisticalfeaturesout actually
to characterizehe featuresof eachanomalygrouprigor-
ously Our study benefitsgreatly from the fact that we
have and continueto build an archive of flow data for
which anomalieshave alreadybeenidentifiedby network
managergthroughadhocmethodsOuranalysisapproach
will employ a variety of tools including simple statistics,
time seriesanalysisand wavelet analysisto characterize
anomalyfeatures.We anticipatethateachanomalygroup
will exhibit someinvariantcharacteristicspur hopeis that
thiswill be sufficient to differentiateeachanomalygroup
suchthat anomaliescan be accuratelyidentified through
automatednethodsn nearrealtime. Finally, we intendto
gatherflow datafrom atleast10 otherinstitutionsto seeif
similaranomaliesareobsened at othersites.

Il. RELATED WORK

Network traffic propertieshave beenintenselystudied
for quitesometime. Examplesof analysisof typicaltraffic
behaior canbefoundin [4], [5]. More detailedcharacter
izationsandmodelsof network traffic includingtheiden-
tification of self-similarpropertiescanbefoundin [6], [7].
A variety of analysismethodshave beenusedin theseand
otherstudiesincludingtime seriestechniquesandwavelet
analysis[8]. The majority of this work hasbeenfocused
on the typical, paclet level behaior (a notableexception
being[9]). Ourfocusis attheflow level andon character
izing anomaloudehaior.

Fault andgeneralanomalydetectiontechniquesn net-
works have also beenwidely treateddue to their impor
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tancein network managementxamplesncludework by

KatzelaandSchwartzwhichfocusesonmethoddor isolat-

ing failuresin networks [10], Featheret. al which shawvs

that faults can be detectedby statisticaldeviations from

regularly obsered behaior [11], Brutlag which applies
thresholdgo time serieanodelsto detectaberrannetwork

behaior [12], andHood andJi who describean adaptve

monitoringsystenmwhichis ableto detectunknavn or un-

seenfaults[13]. Most of this work focuseson how to de-

tectaccuratelydeviationsfrom normalbehaior, whereas
our work is focusedon analyzingand characterizingsta-

tistically specifictypesof anomaloubehaior.

Many papershave beenwritten on detectionof nefari-
ousbehaior suchasdenial-of-servicdDoS) attacksand
port scanattackswhich have increasingover the pastfew
years. This includespaperson clusteringmethods[14],
neuralnetworks[15] andMarkov modelg16] to recognize
intrusions. Recentwork by Moore et. al hasshawvn that
flow-basedmethodscan be effective for identifying DoS
[17]. Relatedo thisis thedevelopmenif intrusiondetec-
tion toolssuchasBro [18] which provide a framework for
definingpoliciesto detectattacks.Ourwork complements
thiswork by providing detailedstatisticaldescription®f a
variety of anomaloubehaiors.

One areanot particularly well treatedin the literature
is characterizationsf flash crowd behaior. While con-
tentdelivery companiedave installedvastinfrastructures
to dealwith large populationsof userssuddenlyrequest-
ing the samecontentin avery shorttime intenal (suchas
the famedVictoria Secretwebcast) little hasbeendone
in the way of characterizinghis behaior. New mecha-
nismsinvolving coopeative pushbak arebeingproposed
for detectionandcontrolof this type of problem[19].

I11. MEASUREMENT OF FLOW DATA

FlowScan collects Netflow data exported by Cisco
routersin a network. Netflov dataincludessourceand
destinationAS/IP/portpairs,paclet andbyte counts flow

startandendtimesandprotocolinformation. This datais
exportedeitheron timer deadlinesor whencertainevents
occur; whichever comesfirst. Thus, a singletransaction,
suchasthe FTPtransfershavn in Figurel, is represented
asmultiple dataflows betweerthetwo hosts.

FlowScanmaintainsa setof countersdasedipontheat-
tributesof eachflow reportedby arouter Theattributesin-
cludelP protocol(ICMP, TCP, UDP), well known service
(suchasFTP or HTTP) basedon source/destinatioport,
CIDR blockof local IP addressndsource/destinatioAS
number This time seriesdatais written periodicallyinto
an efficient databasevhich is usedfor botharchving and
as an interfaceto the graphicalback end which displays
aggrgateflow data.

Visualizationsof both inbound and outbound traffic
flows aregivenby FlowScanfor dataaggrejatedover five
minute intervals, and are displayedby bits/paclets/flavs
perseconcdover agiventime period. An exampleof pack-
ets per secondbroken out by protocol type is shavn in
Figure 2. While this level of reportingis coarse-grained
enoughsothatshorttime scalebehaior will be missed;t
is sufficient for observingmary traffic flow anomaliesOf
courseaggreation of this datais possibleandis usedto
visualizelong termtrendsin network use.

FlowScanhasbeendeplo/ed at our site for the pasttwo
years. During this time a greatdeal of operationalex-
pertisehasbeendevelopedin identifying specifictraffic
anomaliefrom graphsof traffic flows. This expertisehas
beendevelopedby first observinga significantdifference
in traffic flow andthentracking down the sourceof the
anomalyusing othertools suchas SNMP network moni-
tors. Experiencehasenabledclasse®f anomalieto eas-
ily bedistinguishedrom typicaltraffic basedn graphsof
traffic flows. Sincewe arecollectingdatafrom anopera-
tional network, eachanomalyis confirmed,diagnosednd
loggedin detailby network managers.

IV. ANOMALY IDENTIFICATION

Visual analysisof traffic flow anomalieshas lead to
groupinganomaliesnto threegeneralcateyories. These
catayoriesareusefulfor describinggeneralanomalychar
acteristicshowever, they may or may not continueto be
usefulafterwe completeour characterizatiomvork.

Network Operation Anomalies. Theseinclude net-
work device outagessignificantdifferencesn network be-
havior causedoy configurationchangege.g. addingnew
equipmentor imposingrate limits) and plateaubehaior
causedoy traffic reachingervironmentallimits. Anoma-
lies in this catgyory are distinguishedvisually by steep,
nearly instantaneoughangesn bit rate followed by bit
rateswhich are stablebut at a differentlevel over a time
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period.An exampleof anetwork operationanomaliecan
be seenin Figure 3. This figure shavs five minute av-

eragedor bits per secondtransferrednto and out of our
network broken out by application. Five distinctanoma-
lies areidentifiedby the verticallinesin the graph. They

werediagnosedasa network outagewhich occurredjust
after 1:00am,a Napstersener outagewhich occurredat
2:00pm,andthreeinstance®f turningon/of ratelimiters

on Napstettraffic for the network.

Flash Crowd Anomalies: In our ervironment,anoma-
liesin this cateyory aretypically dueto eithera software
release(e.g UW is a RedHatLinux mirror site) or ex-
ternalinterestin a Web site dueto somekind of national
publicity. Flashcrownd behaior is distinguishedy arapid
risein traffic flows of a particulartype (eg. FTPflows) or
to a well known destinationwith a gradualdrop off over
time. An exampleof aflashcronvd anomalycanbe seenin
Figure4. This figure shavs hourly bit rate averagesover

a five day period broken out by local source/destination.

The anomalyidentifiedin this graphis the large increase
on Mondayin traffic flowing out of the ComputerScience
department.In this instance the CS departmentostsa
mirror site for RedHatLinux and Mondaywaswhenthe
7.0releaseoccurred.

Network Abuse Anomalies. Two types of network
alusethat canbeidentifiedusingflows are DoSflood at-
tacksandport scans. Thesetypesof aluseare obsered
multiple times per weekin our network. Network aluse
anomaliesare distinct from network operationand flash
crovd anomaliesin that they are not always readily ap-
parentin bit or paclet rate measurementddowever, flow
count measurementslearly indicate aluse actvity with
mary distinctsourceaddress/ponpairssinceeachconnec-
tion appearsisa separaté¢low. An exampleof a network
aluseanomalycanclearlybe seenin Figure5. Thisfigure
shaws five minuteaveragedor flows persecondnto and
out of our network broken out by protocol. The anoma-
lous behaior is clearly evidentin the spike of flows into
the network duringa half hourperiodjust beforenoon.

V. ANOMALY CHARACTERISTICS

One of the principal distinctionsof our projectis our
intentionto analyzerigorously and characterizenetwork
traffic flow anomalies While anomalydetectionhasbeen
addresseth mary prior projectswe areawareof no other
work which hasstatisticallycharacterizedlifferenttypes
of network traffic flow anomaliesOneadwantagewe have
in this processs our ability to identify specificnetwork
traffic anomaliesn aex postfactomannerandrelatethem
directly to FlowScanmeasurementsThis enablesus to
gatherandclassifypotentiallylarge setsof datain eachof
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Fig. 5. An exampleof detectinga denialof serviceattack

ouranomalycateyories.We currentlyhave asmallarchive
of flow dataanomaliesat the five minutetime aggrgates,
andwe arein the proces®f building up thearchie at this
time.

The first stepin our analysisprocesswill be to iso-
late eachof the anomaliesin our datasetsandto group
theminto our three generalcatgories. Simple statisti-
cal analysistechniqueswill then be appliedto each of
the anomalies. Theseinclude finding moments,plotting
distributions andlooking for distributional modelsto de-
scribethe anomalies. This level of analysismay or may
not leadidentificationof significantsimilarities or differ-
enceswithin and/orbetweercatejories.

Our next stepwill beto applytime seriesanalysistech-
niquesto the anomalydata. This will include analyzing
stationarity correlationstructuresandtestingvarioustime
seriesmodelsto seeif ary are accuratestatisticalrepre-
sentation®f our anomalydata. We expecttheseanalyses
to give insightto the natureof anomaliesand possiblyto
provide predictive capability if good modelscan be de-
veloped, however the distinctve shapesof eachtype of
anomalywarrantfurtherinvestigation.

The final stepin our characterizatiomprocesswill be
to apply wavelet analysisto the anomalydata. Wavelets
arefunctionswhichdivide datainto frequeny components
enablinganalysisof eachcomponenaccordingoits scale.
Waveletshave advantagesover standard-ourier analysis
for datasetswhich have sharpspikessuchasis seernin our
anomalydata. We expectwaveletanalysisto shedsignif-
icant light on the structuresof eachanomalyandto pro-



vide uswith additionalmodelsfor identifying andgroup-
ing anomalies.

V1. CONCLUSIONS AND FUTURE WORK

In thisextendedabstractve describeour projectto char

acterizenetwork traffic flow anomalies. The goal of our
work is to identify preciselythe statistical propertiesof
anomaliesand their invariant propertiesif they exist. If
we aresuccessfuin this effort, our resultscanbe coupled
with flow monitoringtoolsto generatanoreaccurataeal
time alertswhenanomalieccur

At thetime of writing we arein the processof building
an archve of anomaliesdbasedon IP traffic flow measure-

mentstaken from the borderrouter for our campusnet-
work. We arein theearly stageof applyingvariousstatis-
tical analysistechniquedgo thedata.

After completingthecurrentroundof analysisveintend

to extendthis projectin a numberof directions. We plan
to evaluatewhetheror notwe arebetterableto distinguish
anomaliesy takingmeasurementsom FlowScanat one
minuteintenals. Thiswill give usamoreaccuraterepre-

sentationof behaior but at the costof muchlarger data [18]

sets.We alsoplanto extendedouranomalydatacollection
processacrosamultiple sites. FlowScanis alreadywidely
deployedandmultiple siteshave alreadytentatvely agreed
to participate Not only will this give uslargerdatasetdut
will alsoenableusto investigatecorrelationsof behaior
acrosssites.
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