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.IPv6: Why Analysts Should Care

- IPv6 will operate simultaneously with IPv4 for the forseeable
future.

One Internet —
Two protocol versions —
Sharing common rendezvous mechanisms, e.q., the DNS.
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- IPv6 will operate simultaneously with IPv4 for the forseeable
future.

One Internet —
Two protocol versions —
Sharing common rendezvous mechanisms, e.q., the DNS.

- IPv6 changes client reputation and geolocation.

- |Pv6 changes threat mitigation, e.g., access control and rate
limits.

- |Pv6 changes privacy, log processing, Real User Monitoring
(RUM), efc.

« IPv6 changes target selection for active measurements.
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IPv6 addresses in presentation format:

2001:db8:0:1cdf:21e:c2ff:fec0:11db
2001:db8:10:1::103
2001:db8:167:1109::10:901
2001:db8:4137:9e76:3031:£3fd:bbdd:2c2a

Consider 16-bit (4 character) and 4-bit (1 character) segments:

2001:0db8:0000:1cdf:021e:c2ff:fec0:11db
2001:0db8:0010:0001:0000:0000:0000:0103
2001:0db8:0167:1109:0000:0000:0010:0901
2001:0db8:4137:9e76:3031:£3fd:bbdd:2c2a









Global percent of requests over IPv6
9.4% to selected dual-stack object delivery hostnames
on Akamai from 2014-04-16 to 2015-03-04
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.Who uses IPv6? — Leading Networks
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.Who uses IPv6? — Counting IPv6

Native: 7.19% 6tod/Teredo: 0.01% Total IPv6: 7.19% | Oct 15, 2015

9.00%

::j MTOTCITTAREA
I

6.00% I

5.00% \ .-AM nunuﬂulwvﬂ J |
Lo MN UHWHNAWUUU

4.00%
JUUUUUUUUUUUVI
3.00% ""MAMMMMM

uuv

e we——
|
) ~—
]
<
 w—
<
<

2.00%

1.00%

0,
0.00 A’Apr 2014 Jul 2014 Oct 2014 Jan 2015 Apr 2015 Jul 2015 Oct 2015

Source: Google, https://www.google.com/intl/en/ipv6/statistics.html, Oct 20, 2015




.Active IPv6 WWW Client Addresses

900 million unique
IPv6 client addresses
per day.

10 billion per month.
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.Spatial Address Classification: Level-Compressed Trees
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.Spatial Address Classification: Level-Compressed Trees

2001:db8&:10:8::17f 2001:db8&:10:9::68
~_ | 5
R 1

S~ - - - =

2001:db8&:10:c::109d 2001:db8&:10:e::92d
I - ]

-

- - - - - - —z
~ -

J
C 2001:db8:10:c::/62

" 2001:db8:10:8:/63 )

______ - -
\\\ 3 //,
-~ S- T oL - -
(: 2001:db8:10:8::/61 _ @00:568:%&:3@
-——_ _ i\’:
\/ S === = < _ - |
27 2001:db8::/42 R

S — —_— _ -




,,{/,‘_.ll|_001 :db8:10:8::17¢

2001:db8:10:9::68
2001:db8:10:c::109d

2001:db8:10:e::92d !

Prefix length (p)

#.- 12001:db8:20:c000:568:acf2:32ba:c6bf — - 16-bit segments
4-bit segments
— single bits
128 -
2
Z 64
2
S
g 320
E
o 16|
ﬂ_,J — o
<
qb_)o |- I |
£ |
1))
= | —
|
2 |- —_——m — |
| ”“ |
1 . ! . | r“ FT ! | . !
0 16 32 48 64 80 96 112

128



g\

2001:db8:10:8::17f
AT 2001:db8:10:9::68
—212001:db8:10:c::109d
=~12001:db8:10:e::92d !
2001:db8:20:c000:568:acf2:32ba:c6bf -

0]
o
<
Q
7]
en
o
p—(
o
g
<
—
+
=
o
o
Q
Q
+
<
en
O
—
1]
en
<
1

128 |

N
iy

(%)
[\

—_
(@)

o0

16-bit segments
4-bit segments
single bits

I m
! . | r" [T , .
16 32 48 64 80 96
Prefix length (p)

128



.y Japan-inspired explanation of the MRA Plot
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.Take—aways for Me, You, and Everyone we know

- |Pv6 changes client reputation and geolocation.

- |Pv6 changes threat mitigation, e.g., access control and rate
limits.

- |Pv6 changes privacy, log processing, Real User Monitoring
(RUM), efc.

- IPv6 changes target selection for active measurements.



.Take—aways for Me, You, and Everyone we know

- |IPv6 is relevant to network analysis, flow-based and
otherwise.

 |Pvb6 is different than what we’re used to.

- We've made progress developing techniques, but there's
more to do.
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“Temporal and Spatial Classification of Active IPv6 Addresses” (IMC 2015)
also: Sample IPv6 Active WWW Client Address Aggregate Counts Data

http://www.akamai.com/technical-publications/

Thanks!
Questions? Comments?

David Plonka <plonka@akamai.com>



